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Abstract 
 
   In this report, we investigate two useful 
extensions of digital signatures:  
(1) Group signatures: which allow individual 
members of a group to anonymously sign 
messages on behalf of the group [CvH91]. 
(2)Proxy signatures: which allow a designated 
person to sign on behalf of the original signer. 
   Our main contribution is to point out the 
difficulty of coalition-resistance in group 
signature schemes. We also analyze several 
group signature schemes. We show that two 
schemes recently proposed by Tseng and Jan 
are universally forgeable.  Furthermore, we 
show that the very efficient scheme due to 
W.-B. Lee and Chang and its improved 
version by Tseng and Jan are universally 
forgeable, as well.  We finally prove the 
security of some (secret) relations in the 
weak model of Poupard and Stern. 
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  In this report, we investigate two useful 
extensions of digital signatures:  
(1)Group signatures: which allow individual 
members of a group to anonymously sign 
messages on behalf of the group [CvH91]. 
(2)Proxy signatures: which allow a designated 
person to sign on behalf of the original signer 
[MUO96a,MUO96b]. 
 
Our Main Contributions 
  Some material presented in this report has 
been submitted for publication.  Our main 
contribution is to point out the difficulty of 
coalition-resistance in group signature 
schemes [AJT99] (see also [Joy98] and 
[Joy99]). This is a joint work with Giuseppe 
Ateniese and Gene Tsudik. We also analyze 
several group signature schemes. In [JKL99], 
jointly with Seungjoo Kim and Narn-Yih Lee, 
we show that two schemes recently 
proposed by Tseng and Jan are universally 
forgeable. Furthermore, with Narn-Yih Lee 
and Tzonelih Hwang, we show in [JLH99] 
that the very efficient scheme due to W.-B. 
Lee and Chang and its improved version by 
Tseng and Jan are universally forgeable, as 
well.  We thank all our co-authors for their 
contribution.  Of independent interest, we 
finally prove the security of some (secret) 
relations in the weak model of Poupard and 
Stern.  We thank again Guillaume Poupard 
for commenting our proofs. 
Content of the Research Report 
  We have completed a 50 page research 
report and the content of this report is 
organized as follows. 
  Chapter 2 introduces group signatures and 
motivates their usefulness through various 
applications.  Moreover, it formally defines 
group signatures and the associated security 
properties.  Previous and related works in 
group signatures are surveyed in Chapter 3. 
Chapter 4 is more technical and may be 
skipped at first reading.  It presents some 
building blocks for demonstrating knowledge 
of a secret without revealing it.  The blocks 
are constructed from the Schnorr signature 
scheme and proved secure under the 
Poupard-Stern model.  It also defines the 
security parameters and discusses various 
versions of the Diffie-Hellman assumption. 
Chapter 5 introduces coalition attacks and 
illustrates how several (malicious) group 
members can produce an untraceable (but 
perfectly valid) group signature in various 
schemes.  This clearly shows once more that 
ad-hoc constructions --- although seemingly 
robust -- certainly do not constitute a 
security proof and that their use always 
present some 
risks.  In Chapter 6, the security of the 
Camenisch-Stadler scheme and the Lee-Chang 
like schemes is investigated.  It is shown 
that the security assumption made by 
Camenisch and Stadler is incorrect.  The 
linkability problem in the Lee-Chang scheme 
is also discussed, and more importantly, it is 
 3
shown that both the Lee-Chang scheme and 
its improved version are universally forgeable.  
Finally, Chapter 7 presents the 
related idea of proxy signatures and exhibits 
the links between the two notions, that is, 
group signatures vs. proxy signatures. 
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